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INFORMATION TECHNOLOGY –  
HOME ELECTRONIC SYSTEM (HES) APPLICATION MODEL –  

 
Part 3-31: Protocol of energy management agents for demand-response 

energy management and interactions among these agents 
 

FOREWORD 
1) ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) 

form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC 
participate in the development of International Standards through technical committees established by the 
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees 
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, 
in liaison with ISO and IEC, also take part in the work. 

2) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an 
international consensus of opinion on the relevant subjects since each technical committee has representation 
from all interested IEC and ISO National bodies. 

3) IEC and ISO documents have the form of recommendations for international use and are accepted by IEC and 
ISO National bodies in that sense. While all reasonable efforts are made to ensure that the technical content of 
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they are used 
or for any misinterpretation by any end user. 

4) In order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC and ISO 
documents transparently to the maximum extent possible in their national and regional publications. Any 
divergence between any IEC and ISO document and the corresponding national or regional publication shall be 
clearly indicated in the latter. 

5) IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO are not 
responsible for any services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this document. 

7) No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individual 
experts and members of its technical committees and IEC and ISO National bodies for any personal injury, 
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including 
legal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or any 
other IEC and ISO documents. 

8) Attention is drawn to the Normative references cited in this document. Use of the referenced publications is 
indispensable for the correct application of this document. 

9) IEC and ISO draw attention to the possibility that the implementation of this document may involve the use of (a) 
patent(s). IEC and ISO take no position concerning the evidence, validity or applicability of any claimed patent 
rights in respect thereof. As of the date of publication of this document, IEC and ISO had not received notice of 
(a) patent(s), which may be required to implement this document. However, implementers are cautioned that this 
may not represent the latest information, which may be obtained from the patent database available at 
https://patents.iec.ch and www.iso.org/patents. IEC and ISO shall not be held responsible for identifying any or 
all such patent rights. 

ISO/IEC 15067-3-31 has been prepared by subcommittee 25: Interconnection of information 
technology equipment, of ISO/IEC joint technical committee 1: Information technology. It is an 
International Standard. 

The text of this International Standard is based on the following documents: 

Draft Report on voting 

JTC1-SC25/3205/FDIS JTC1-SC25/3219/RVD 

 
Full information on the voting for its approval can be found in the report on voting indicated in 
the above table. 

The language used for the development of this International Standard is English. 
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement 
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives. 

A list of all parts of the ISO/IEC 15067 series, published under the general title Information 
technology – Home Electronic System (HES) application model, can be found on the IEC and 
ISO websites. 

 

IMPORTANT – The "colour inside" logo on the cover page of this document indicates 
that it contains colours which are considered to be useful for the correct understanding 
of its contents. Users should therefore print this document using a colour printer. 
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INTRODUCTION 

This document specifies a protocol to facilitate communications among interacting energy 
management agents (EMAs) for energy management applications. This document specifies a 
message format and sequences of message exchanges in a protocol called the EMA protocol 
(EMAP) to enable logical interactions among EMAs. 

EMAP includes messages that enable demand response (DR) in community housing such as 
an apartment building or a campus of houses or apartment buildings, as introduced in 
ISO/IEC 15067-3-3. ISO/IEC 15067-3-3 was created because utilities throughout the world are 
investing heavily in smart grid infrastructures to ensure a reliable supply of electricity and to 
accommodate DR technologies for residential homes and apartment buildings. DR programmes 
are being offered to residential consumers for energy conservation and for energy management 
to align demand for power with available supplies according to customer preferences for 
appliance usage and budget constraints. An interacting EMA extends the capability of a single 
EMA to allocate energy among houses efficiently in a community and among appliances within 
houses, and to accommodate a choice of external energy sources or local energy sources or 
both linked to an EMA. External sources can be public utilities or distributed energy resources 
(DERs) in other homes, possibly purchased using transactive energy. Local sources can include 
renewable power generators and storage devices at the customer premises linked to an EMA. 
Consumer devices linked to an EMA can participate in energy management programmes such 
as DR and can interconnect logically via an EMA with local DER equipment such as generators 
(wind and solar) and energy storage devices. 

This document facilitates utility-based DR programmes, but does not mandate such 
programmes. Consumers may choose to provide electricity using DER locally with a house, an 
apartment complex, a community, or a microgrid without any connection to a public utility. This 
document also applies to non-utility DR programmes that are based within the apartment 
complex operating as a microgrid. 

Typical smart energy services can include integrated energy management for multiple energy 
systems, energy sharing and trading within the community, energy information sharing for more 
efficient energy usage, etc. These energy services offer benefits in electrical energy 
management in a house, a residential community or a building consisting of multiple apartments. 

The intent of EMAP is to accommodate flexible and efficient energy management systems over 
a broad range of EMA deployments. This document has been developed to promote 
interoperability among products from different manufacturers. EMAP enables automated 
demand-response services in a house, a residential community or a building consisting of 
multiple apartments for co-ordinating and allocating energy consumption and generation among 
multiple EMAs in different locations. The co-ordination among EMAs offers improved energy 
management and overall efficiency. Each EMA enables the allocation of energy among 
appliances and switching energy sources from grid to local generation or storage according to 
consumer preferences. 

This document specifies message formats for DR, pricing, and DER communications to manage 
customer energy resources, including load, generation, and storage in a home, building and 
apartment complex. Communication messages specified in this document for the DR command 
set support direct load control, time-of-use (TOU), critical-peak-pricing (CPP), real-time pricing 
(RTP), peak time rebates, various types of block rates, transactive energy, and a range of opt-
in, opt-out and service modifications. This document can interact with IEC 62746-10-1, which 
specifies message and application-layer protocol profiles relevant for systems connected to an 
external DR service provider. Unlike IEC 62746-10-1, EMAP can support bi-directional 
exchange of DR events between EMAs for co-operative energy management according to the 
customer’s budget by using the opt commands in a hierarchical or point-to-point architecture. 

If a logical hierarchical tree structure has been installed, EMAP messages (e.g. report, opt) may 
be transferred with aggregation or disaggregation through intermediate EMAs. In addition, the 
messages (e.g. DR command, report) specified in this document may be relayed across 
intermediate EMAs. The aggregation/disaggregation or relay mode is optionally provided.  
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INFORMATION TECHNOLOGY –  
HOME ELECTRONIC SYSTEM (HES) APPLICATION MODEL –  

 
Part 3-31: Protocol of energy management agents for demand-response 

energy management and interactions among these agents 
 
 
 

1 Scope 

This document specifies a protocol for energy management agents (EMAs) to facilitate 
communications among these agents for demand response (DR) energy management 
applications. The EMA protocol (EMAP) provides a logical connection among EMAs in 
community housing such as an apartment building or a campus of houses or apartment 
buildings. This document also specifies interaction procedures and message formats for DR 
energy management as introduced in ISO/IEC 15067-3-3. The EMAP supports interactions 
among EMAs at OSI (Open System Interconnection) layer 7 with a message transfer protocol. 
An EMA can be embedded in devices such as a thermostat, a smart appliance, or other 
consumer products. The choice of interconnection depends on the system and the network 
topology, which can be arranged in a mesh or hierarchical tree structure. An intermediate EMA 
may relay messages sent between EMAs. 

NOTE 1 The application message set that uses the EMAP OSI layer 7 is not part of the protocol specification in this 
document. It is part of the EMA above OSI layer 7. The application message set can use the ISO/IEC 14543 series, 
ISO/IEC 10192-3, the IEC 62541 series and the ISO/IEC 30118 series. 

NOTE 2 This document facilitates utility-based DR programmes, but does not mandate such programmes. 
Consumers can choose to provide electricity using DER locally with a house, an apartment complex, a community, 
or a microgrid without any connection to a public utility. 

NOTE 3 In a residential microgrid, data such as DR messages and price signals can be issued by an energy 
management system or an EMA for scheduling, forecasting functions, etc. to optimize energy consumption or 
generation without relying on a public utility. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. 
For undated references, the latest edition of the referenced document (including any 
amendments) applies. 

ISO/IEC 15067-3:2012, Information technology – Home Electronic System (HES) application 
model – Part 3: Model of a demand-response energy management system for HES 

ISO/IEC 15067-3-3:2019, Information technology – Home Electronic System (HES) application 
model – Part 3-3: Model of a system of interacting energy management agents (EMAs) for 
demand-response energy management 

IETF RFC 7252, The Constrained Application Protocol (CoAP), edited by Z. Shelby et al., June 
2014, available at: https://tools.ietf.org/rfc/rfc7252.txt [viewed 2023-05-31] 




